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PROCEDURE

There are five steps to set up port forwarding:

Create address objects for the Avaya IP Office and Flowroute WAN IPs
Create an address group for Flowroute WAN IPs

Create a service object

Create an inbound and outbound NAT policy

Create a firewall access rule

agrLODE

Step 1: Create necessary Address Objects by going to Manage -> Policies -> Objects -> Address Objects

1. Along the top of the screen, ensure “Address - -
Objects” is selected, change the view to “Custom” "

and click the “Add” button. @ add] © Deete v |Sex [ TPva & IPvS =
2. Inthe window that opens: SONICWALL"  Metwork Security Appliance
a. Name: Enter a friendly name and put the IP e - e —
address in parenthesis (this comes in handy oy B0 (D 2l
in the fUtUre) Zone Assignment: LAN v
i.e. “Avaya IP Office (10.11.22.200)” Type: Hast L
1P Address: 10.11.22.200
b. Zone Assignment: Choose the “LAN” zone, as
the phone system resides in the LAN
| Ready
c. Type: Choose “Host” as it has a single LAN IP S

d. IP Address: Enter the LAN IP address of the
Avaya IP Office.

e. Click “Add”. After you click “Add”, the window will remain open. Keep this open to create additional

address objects.

(Step 1 continued on next page)
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3. Create address objects for Flowroute’s Public IPs. This information is subject to change, so you should check
flowroute.com to verify the information below is up to date.

SONICWALL"  Network Security Appliance
Address Object 1:
Name: Flevroute WAN 1
- Name: Flowroute WAN 1 Zone Assgnment: | WAN '
- Zone Assignment: WAN Type: Netwark v
- Type: Network Network: 147.75.65.102
- Network: 147.75.65.192 Netmask/Prafix R
- Netmask/Prefix Length: 255.255.255.240 S T
- Click “Add” Ready

After you click on “Add” the Address Object will be created, but the window will remain open. You can add the
additional three address objects below by simply making the necessary changes to the window and clicking
“add”.

Address Object 2:

- Name: Flowroute WAN 2

- Zone Assignment: WAN

- Type: Network

- Network: 147.75.60.160

- Netmask/Prefix Length: 255.255.255.240
- Click “Add”

Address Obiject 3:

- Name: Flowroute WAN 3

- Zone Assignment: WAN

- Type: Network

- Network: 34.210.91.112

- Netmask/Prefix Length: 255.255.255.240
- Click “Add”

Address Object 4.

- Name: Flowroute WAN 4

- Zone Assignment: WAN

- Type: Network

- Network: 34.226.36.32

- Netmask/Prefix Length: 255.255.255.240
- Click “Add” and then “Close”.

After you click “Close” in the previous step, you will see a window with the address objects you created. Triple check
your work! m prereezm

@ A O Deide~ s W IPABIPE - Vo Custom = 3 T Resave = & Fumge -
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Step 2: Create an Address Group by click on the “Address Groups”  ases oses

Button and then click on “Add”. (B ) O outen + [semn B i
1. Inthe window that opens: SONICWALL'  Network security Appliance
a. Name: “Flowroute IP’s”
b. Find the Flowroute Address Objects ™™ i
created in the previous step and “move” [Firewall Terminal Services Ager ~ Flewroute WAN 1
“ » Firewalled [Pv6 Subnets Flowroute WAN 2
them to the “In Group” column. Firewalled Subnets Flowiroute WAN 3

c. Click “OK” Guest Authentication Servers Fiowroute WAN 4
|TPv Link-Local Subnet
Kaspersky Client AV Enforcema
LAM Tnterface TP -
LAM Interface IPvG Addresses
LAN [Pv6 Subnets
|LAN Subnets >

| Ready

Step 3: Create a Service Object by going to Manage -> Policies -> Objects -> Service Objects

1. Along the top of the screen, ensure “Service Objects” is (| . .. ..
selected. Change the view to “Custom”, and click “Add”.

2. Inthe window that opens: SONICWALL
a. Name: “SIP - UDP 5060”
b. Protocol: “UDP(17)” Narme: SIP - UDP 5060 .
c. Port Range: “5060” — “5060” B UBR(17) |
d. Click “Add". Port Range: 5060 - 5060
St Typer: Wi——
[Ready
ADD cLoSE
3. The “Service Object” Window will remain open. Create an '
additional “Service Object” as follows:
SONICWALL ' tetwork Security Appliance
a. Name: “Avaya IP Office Audio”
b. Protocol: “UDP(17)” Name Avaya IP Office Audio
c. Port Range: 46750-50750 Protocof: UDP(17) v
d. Click “Add” and “Close” Font Range: 46750 - 50754
Critical Note: The port range is a value set by Avaya e

within the IP Office Manager under “System -> LAN 1
-> VolP -> RTP” and should be verified before going m CLOSE
in to production.

SOP - Avaya IP Office and Flowroute - Page 3 of 6



T E & HI TN 'L & & %

Step 4: Create a NAT policy by going to Manage -> Policies -> Rules -> NAT Policy

1. Along the top of the screen change the “View” -@ add | © Delete v [Sesch @ IPv4 & IPv6 -m
to “Custom” and click “Add”. - -

2. In the Window that opens:

SONICWALL
a. Name: This is optional, and a suitable name
would be “Flowroute to Avaya Inbound” @ A
P « ” P AT Pol >ettings
b. Original Source: “Flowroute IPs” (This is the AT R SR
name you created in Step 2.1) Nome Flowroute to Avaya Inbound
Qriginat Source: Flowroute 1Ps v
c. Translated Source: “Original”. Transtated Source:  Original v
Original Destination All WAN TP v
d. Original Destination: “All WAN IP” Transiated Destiaton: | Avaya IP Office (10.11.22.200) ¥
Qriginal Service: SIP - UDP 5050 y
e. Translated Destination: “Avaya IP Office” (This Tranikitid 3¢ Original !
is the address object you created in Step 1.2) b eierece:  [Amy.
Quitound Interiace: Any v
f.  Original Service: “SIP — UDP 5060” (This is the
service object you created in Step 3.2) .
IP Version: * IPv4 Only IPv6 Only NATE4 Only
g. Translated Service: “Original”. " BT TR

¥ Create a refiexive policy
h. Inbound Interface: “Any” Ready

i.  Outbound Interface: “Any”.
j-  Place a check mark (enable) “Create a reflexive policy”.

k. Click “Add” and then “Close”.

3. You will be returned to the list of NAT policies. You will see  SONICWALL
two policies that reference the Avaya IP Office. Find the policy
with the “Source Original” as “Avaya IP Office” and click the el =
edit icon. NAT Methad
Click the “Advanced” button and place a check mark (enable) NP
“Disable Source Port Remap” and click “OK”.

¥ Disable Souice Port Remap

You will be returned to the list of NAT policies. HighiAvallabilicy
Erable Piabing
Probe: hasts every =3 SECONE
Praibe ype Pt
(Continue to the next page). Reymmeat I seooncs
& st atier |3 missad Infarvals
Readivale hast aner 3 auccEsshl infera

Eriable Port Probing

RET Regponge Counts Az s
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4. Along the top of the screen click “Add” to create another NAT Policy.
In the Window that opens: SONICWALL

a. Name: This is optional, and a suitable name would be =
“Avaya Audio Inbound”

NAT Policy Settings

i “ ” Narre: Avaya Audio Inbound
b. Original Source: “Any S ot =
L Trans! d Sowsce Iflr»glf\ﬂl
c. Translated Source: “Original”. Origral Destiratorn: AL WAN 1P

aled Destnatce: | Avaya [P Office (10,11.22.200)

4« a4 4 e =

d. Original Destination: “All WAN IP” O ervicn Avaya IP Offce Auclo
Tranvaied Servce: Original
e. Translated Destination: “Avaya IP Office” (Thisisthe =" """ ™™ '

address object you created in Step 1.2)
f.  Original Service: “Avaya IP Office Audio” (This is the  vemsion:  « eon,  meon  nrsacry
service object you created in Step 3.3) % Enatic NAT Folioy

Create a reflexive polcy

g. Translated Service: “Original”. Ready
h. Inbound Interface: “Any”
i.  Outbound Interface: “Any”.

j.  Place a check mark (enable) “Create a reflexive policy”. (Skip for SonicWALL Firmware 6.2.x)

k. Click “Add” and then “Close”.

(Skip this step for SonicWALL Firmware 6.2.x)

5. You will be returned to the list of NAT policies. You will see SONICWALL
two policies that reference the Avaya IP Office Audio. Find the . =
policy with the “Source Original” as “Avaya IP Office” and click o

the edit icon. NAT Methad

AT Methag:;

a. Click the “Advanced” button and place a check mark
(enable) “Disable Source Port Remap” and click
“OK”.

# Disable Source Port Remap

High Availability

Enatle Piabing

Prote hastsevery |5

setancs
Prabe lype Port

Ry I seconcs

i tostatier [3 s ke rvla
Rescivale host aner |3 aiscesushil intarvals

Enalie Port Probing

RET Reaponge Counts Az Mes
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Step 5: Create an Access Rule by going to Manage -> Policies -> Rules -> Access Rules

1. Along the top of the screen change the “From” © ot v [suwn [Fom wan - o tan - )i [ meamtm -
to “WAN?”, the “To” to “LAN”, the “View” to “Custom” and click “Add”.

2. In the Window that Opens:

ONICWALL v r n
a. From: WAN (prepopulated)
General Advanced QoS GaalP
b. To: LAN (prepopulated) _
Settings
c. Source Port: “Any” ooy
d. Semwice: “SIP — UDP 5060" (This is the oo o 70
service object you created in Step 3.2). ] v
Source Port:  Any v
e. Source: “Flowroute IPs” (This is the service Sewice:  SIP - UDF 5060 .
group you created in Step 2.1). Soure:  Flowroute [Pe v
Destnation: Al WaN T° v

f.  Destination: “All WAN IP”

Al v thess Lssrs wil be ailowed if ot B
“ ” Mo Haers wil AP Y
g. Users Included: Generally “All”. = treae ez i be send
Always on v
h. Users Excluded: Generally “None” Al )
Commant
i.  Schedule: Generally “Always On”
¥ Enabie Logging Enabie Batnet Filler -
j.  All other options are generally left at R
default. ADD a0sE | HELP

k. Click “Add”.

3. The Access Policy Window will remain open. Modify the values to create an additional Access Policy as

follows:
a. From: WAN (prepopulated) SONICWALL"  Metwork Seaurity Appliance
b. To: LAN (prepopulated) Aedvnrcad | | GoB Seatp
c. Source Port: “Any” Settings
Poticy
d. Service: “Avaya IP Office Audio” (This Naie
is the service object you created in Apil ® puow  Deny ' Discsrd
Step 3.3). From WAN .
Ta: LAN v
e. Source: “Any” Scurte Port: | Any =
Service Avaya 1P Office Audio bl
f.  Destination: “All WAN |P” Any v
N WAN TP v
g. Users Included: Generally “All”. o S ——
h. Users Excluded: Generally “None” Evon MM "| ... tnese users wit be denied.*
Schedule; ,-\I.-\-af-:. an l
i.  Schedule: Generally “Always On” Pricrity Auto Prioritize v
j.  All other options are generally left at R
default.
<+ Enable Logging Enable Botnet Filser ==

k. Click “Add” and Close.
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